NudopmanuoHHass naMATKA

AJIs1 00y4AKOIIMXCH AJIs pa3MeleHns Ha opuunaabHbIXx MHTEpHET-pecypcax
(IIpunoxenue Ne2)

C KaxIpIM TOJOM MOJIOJIC’)KU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, & ITKOJbHUKU OJHU
W3 CaMbIX aKTUBHBIX MOJIb30BaTene Pynera. Mexay TemM, TOMHUMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOJIEMBI. DTa TaMsITKa JTOJDKHA
MoMoYb TeOe Oe30IMacHO HaXOAUTHLCS B CETH.

KomnbroTepHbie BUPYCHI

KoMOploTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBIISIETCS] CIIOCOOHOCTh K pa3MHOXKEHHUI0. B
JOTIOJIHEHUE K 3TOMY, BUPYCBI MOT'YT IIOBPEAUTH WIH IIOJHOCTHIO YHUYTOXKUTH BCE
(aiiibl 1 TaHHBIE, TOJKOHTPOJIbHBIE M0JIH30BATEIN0, OT UMEHU KOTOPOro Oblia
3amylleHa 3apaxEéHHas IporpaMMa, a TakKe IMOBPEAUTD WM JAKE YHUUTOKUTD
OTIEpaIMOHHYIO CUCTEMY CO BCceMU (ailiaMu B 11e10M. B 60obIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. HCHOHL?;Yﬁ COBPCMCHHBIC OIICPATNMOHHBIC CUCTCMBbI, UMCIOIIHC CGpBé3HBIﬁ
YPOBCHB 3allINThI OT BPCIOHOCHBIX IIPOIrpaMmMm;

2. IlocTosiHHO ycTaHaBIMBAM MayTH (LIM(PPOBBIE 3aIIATKH, KOTOPhIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEJIbIO TOPA0OOTKU MPOrpaMMBbl) U Apyrue OOHOBJICHHS CBOEH
onepauroHHON cucteMbl. CkaurBail MX TOJBKO C O(QUIIMAIBHOTO caifTa
pazpadotuuka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYECKOT0 OOHOBIICHUS,
BKJIIOYU €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEpE T0]T ITpaBaMu TMOJIb30BATENS, a HE
aIMUHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEOHOCHBIX MPOTPaMM
MHCTAJJIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Vicnionp3yit aHTUBUPYCHBIEC MPOTPAMMHBIE TTPOIYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Ucnonb3yil BHENTHUE HOCUTENU UH(OPMAIH, TAKUE KaK (uiellika, TUCK Win (ai
U3 UHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HICTOYHHUKOB;

7. He oTKpbIBait KOMIIBIOTEPHBIE (haiiiibl, TOJYYCHHBIC U3 HEHAEKHBIX UCTOYHUKOB.
Jlaxxe Te (aitsibl, KOTOpBIE IPUCITAT TBOM 3HaKOMBIH. Jlydilie yTouHU y HETO,
OTIIPABIIS JI OH TeOe UX.



Ceru WI-FI

Wi-Fi - 310 He BHJI miepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OpEH I, MapKa.
Emie B 1991 rony Hunepnanackas koMmnanus 3apeructpuponaiia openst « WECA»,
4yT0 0003Hauano cioBocoueranue « Wireless Fidelity», KoTopblil mepeBoIUTCS Kak
«OecrpoBOIHAsE TOYHOCTDY.

Jlo Hamero BpeMeHH JIolnia apyras ab0peBuarypa, KoTopas sSBIsIeTCS TaKOH jKe
TexHosioruen. Ito abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJapT BHICIINI 3ByKOBOH TexHUKU Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, OecrimaTHBIM HHTEPHET-IO0CTYT B Kae, OTeNISIX U adpornopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTHE 3KCTIEPTHI CYMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS 6€30MaCHBIMH.

CoBeTsl 110 0€30ITACHOCTH paboTe B 00MIENOCTYNHBIX ceTssx Wi-fi:

1. He nepenasaii cBoro JMuHy0 nHopMaiuio yepes oomieaoctynubie Wi-Fi cetn.
PaGoTas B HUX, KenaTeIbHO HE BBOAUTH MAPOJIH IOCTYIIA, JOTUHBI H KAKUE-TO
HOMEDA;

2. Ucnonb3yit 1 OOHOBIISIN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambiM
ThI 00€30Macuib ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimoun pynkuuto «O0muid qoctyn K daitiam u
npuaTepam». J[aHHas QyHKIMS 3aKpbITa 10 YMOJIYaHHUIO, OJJHAKO HEKOTOphIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCIIOJIb30BaHUs B paboTe min yuebe;

4. He ucnionw3yit myonuunsii WI-FI ny1s nmepenayun TUYHBIX JaHHBIX, HATPUMED IS
BBIXO/IA B COLIMAJIBHBIE CETH WJIM B JICKTPOHHYIO MTOYTY;

5. Nnone3yii Tonpko 3anmnieHHoe coenunenne yepe3 HTTPS, a e HTTP, 1.e. npu
Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moomisHOM Tenedone otkimoun GyHkiuio «Iloakmouenne k Wi-Fi
apTomMathueckn». He gomyckail aBTOMaTHU4ECKOro NOAKIFOYEHUS YCTPOMCTBA K
cetaM Wi-Fi 0e3 TBoero coriacusi.

CounuajbHbIe CeTH

CornuanbHbIe CETH aKTHBHO BXOJISIT B HAITY KU3Hb, MHOTHUE JIFOJN Pa0OTAIOT U
KUBYT TaM MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan Musinap1 4eJI0BeK, 4TO
SIBJISIETCSI OMHOM CeIbMOM BCeX JKUTeEJEeH IUIaHeThl. MHOTHeE IT0JIL30BaTeIId HE
IMOHUMAIOT, YTO HH(pOPMAITUs, pa3MEIIeHHAs UMH B COITUATIBHBIX CETIX, MOJKET ObITh



Haﬁz[eHa H UCII0JIb30BaHA K€M YIrOJHO, B TOM YHCJIC HC 00s13aTeNnpHO ¢ OaruMu
HaMCpPCHUAMMU.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH B COIIMAJIbHBIX CCTAX.

1. Orpanuyb crUCcOK Apy3eil. Y TeOs B Ipy3bsiX HE TOJDKHO OBITh CIIYYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiaii cBO YacTHYIO *ku3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJCHUSA U APYTYIO JUYHYIO HH(GOPMAIINIO. 3TTOYMBIIIUIEHHUKH MOTYT
HCITOJIh30BaTh Jake MHPOPMAIIUIO O TOM, KaK Thl ¥ TBOU POJIUTEIHN TUIAHUPYETE
IPOBECTH KAaHUKYJIbL;

3. 3amminan cBOO penyTaluio - IEPKHU €€ B UUCTOTE U 3a7aBail ceOe BOMPOC: XOTeN
OBI ThI, YTOOBI IpyTHE MOJIH30BATEM BUICIH, YTO ThI 3arpysxaeiisb? [logymaii,
MPEXJIE YeM YTO-TO OMYyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Eciii Tl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCITOJIB3YH CBOE PEAIbHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMKU: UMSI, MECTO KUTEIBCTBA, MECTO YUeObl U
pouee;

5. N36erait pazmenienus ¢potorpaduit B UuTepHeTe, re Thl H300pa’keH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPEICITUTh TBO€ MECTOIIOJIOKCHHE;

6. IIpu peructpanuu B COMAIBHON CETH HEOOXOAMMO UCIOJIH30BATh CJIOKHBIE
MapoJIv, COCTOSTNE U3 OYKB U IUP U C KOJIMYECTBOM 3HAKOB HE MEHeEe §;

7. 715t counanbHOM CeTH, MOYTHI U APYTUX CAWTOB HEOOXOIMMO UCIIOJIb30BATh
pasnbie mapoau. Torna ecnu T€0st B3IOMAIOT, TO 3JI0YMBIITUICHHUKY TOJIy4aT JOCTYII
TOJBKO K OJTHOMY MECTY, a HE BO BCE CPa3y.

JJIeKTPOHHBbIE 1eHbIH

DJICEKTPOHHBIC JICHBI'H — 3TO 0YEHBb YAOOHBIN CIIOCO0 TUIaTeKeH, OJTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJTYYUTh ITU JICHBIH.

9J'ICKTpOHHBIe JACHBI'U ITOABUIIMCHh COBCEM HEAABHO U MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCrBax A0 CUX IIOP HEC ITPOIIMCAHO PO HUX B 3aKOHAX.

B Poccun e onr QyHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pa3IeNIIoT Ha HECKOJIPKO BHUJIOB - aHOHUMHBIC U HE aHOHMMHBIC. Pa3HuIa B TOM, 4TO
AHOHHUMHBIC - OTO T€, B KOTOPHIX pa3periacTcs MPOBOIUTH onepaiun 0e3
HJICHTU(UKAITUHY TT0JIH30BATEIISA, a B HCAHOHUMHBIX HACHTH(OHUKAIINH TTOJIb30BaTEIs
SIBJIIETCS 00A3aTEILHOM.



Taxoxe cnemyeT pa3nu4arh MEKTPOHHbIE (UATHBIC AEHBIU (PAaBHBI
rocyJapCTBEHHBIM BAJIIOTaM) U JIEKTPOHHbIE He(DUATHBIE ACHBIU (HE PABHBI
roCyJAapCTBEHHBIM BAIIOTaM).

OcHoBHEIE COBETHI 0 0€30IaCHOM pa60Te C 3JICKTPOHHBIMH NCHbBI'aMU:

1. I[TpuBsiku K cueTy MOOUIBHBIN TeneoH. DTO caMblii yI0OHBIN 1 OBICTPBIN CLIOCOO
BOCCTAaHOBHUTH JIOCTYM K cyetry. [IpuBsizaHHbIil TenedoH momoxer, eciu 3a0yaemnib
CBOM IUIATEKHBIA MapOJib WM 3aAEUIb HA CAaUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonp3yit ogHOpa3oBele napoiu. [locne nepexoa Ha yCUIEHHYO aBTOPHU3ALUIO
Tebe yke He OyJIeT yrpoKaTh OMaCHOCTh KPaXKU MJIM MepexBaTta MIaTeKHOTro MapoJis;

3. BriGepu crnoxxsbid apodib. [Ipectynurukam OyeT He MPOCTO yraiaTh CIOKHbBIN
naposib. HagesxHple mapoiam — 3TO MapoJik, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIE U MPOMUCHBIE OYKBBI, HU(PPHI 1 HECKOJIBKO CUMBOJIOB,

TAKHC KaK 3HAK J0JIapa, q)YHTa, BOCKJ’II/IHaTeJIBHHﬁ 3HAaK U T.II. HaHpI/IMep,
StRONg!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIeKTPOHHAA MOYTa

DJIEKTPOHHAS [TOYTa — 3TO TEXHOJIOTHS U TPEIOCTABIISIEMBIE €10 YCIYTH T10
MEPEChUIKE U MOJYUYECHHIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE paclpeIesIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO 2JIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAT
CIEAYIOIIMM 00pa30oM: UMsI_TMOJb30BaTEIA(@UMsL_oMeHa. Takke KpoMme nepeaadn
MIPOCTOTO TEKCTa, HMEETCS BO3MOXKHOCTD TIepeiaBaTh (haiibl.

OCHOBHBIE COBETHI IO 0€30MACHOU padOTE C IIEKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh MpaBUIIbHBIN MTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OIPOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYIlI€ JOBEPSITH TEM, KOTO 3HACHIb
Y KTO NIEPBBIA B PEUTHUHTE;

2. He yka3biBait B TMUHOM TouTe JruHyto nH(popmaruto. Hanpumep, myudre
BBIOPATh «MY3bIKaJIbHbIN _(paHaT@» mim «pok2013» BmecTo «remal3dy;

3. Mcnonp3yil ABYXATAIHYKO aBTOPU3ALMIO. ITO KOT1a IOMUMO MapoJist HY>KHO
BBOJUTH KOJ, TpUChLIaeMblii o SMS;

4. Be10Oepu CII0KHBIN T1apoiib. [[71s Kak10ro MOYTOBOIO SIIMKA JOJKEH OBITH CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTB HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIPOC, UCTIOJIB3YH OTY
BO3MOYKHOCTB;



6. Mcronb3yil HECKOJIBKO MOYTOBBIX SUIMKOB. IIepBhIil 17151 4aCTHON MEPENUCKHU C
aapecaTaMy, KOTOPBIM Thbl JOBEPSELIb. JTO 3JIEKTPOHHBIN aApec HE HA0
MCIIOJIb30BATh NIPU PETUCTPALIUU Ha POpyMax U caifTax;

7. He oTkpeIBaii ¢aiiinpl U ApyTHe BIOKEHUS B MUCbMAaX JaKe €CIIU OHH MPHUIUTA OT
TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTIPABIISLIIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocie okoH4aHus pabOTH HA TTOYTOBOM CEPBHCE TIEPE]T 3aKPHITHEM BKIIAJIKU C
caiToM He 3a0yap HaXKaTh Ha « BeIATIY.

KuoepOyanjanHr ujim BUPTyaJbHOE H31€BATEIbCTBO

Ku6epOymmuHr — npeciieZloBaHue COOOIEHUSMH, COJEPKAIUMHI OCKOPOICHMS,
arpeccuio, 3allyruBaHue; XyJIUTraHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 0 00OpHOE ¢ KNOEPOYIIIMHTOM:

1. He Opocaiics B 60ii. JIydiuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTHU U, €CIIU HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHa4aJle yCIIOKOUThCs. Eciu Thl HauHeNb
OTBEYaTh OCKOPOJECHUSIMHU Ha OCKOPOJIEHNUS, TO TOJBKO €Ile O0JIbILE PA30KKEILIb
KOH(JIUKT;

2. Yrpaisaii cBoei KubeppenyTaimei;

3. AHOHUMHOCTbH B ce€T MHUMAasA. CyIIEeCTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTy XyJIUTaHCKUN 00pa3 BUPTyaIbHOM Ku3HHU. UHTepHET hUKCUpyeT
BCE TBOU JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYyJET KpaiHe 3aTpyITHUTEILHO;

5. Coburonail CBOM BUPTYaIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit eTMHUYIHBIN HeraTuB. OHOPA30BbIe OCKOPOUTEIBHBIEC COOOIECHHUS
Jydiiie uirHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcss Ha HayaabHOU CTaIuu;

7. ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMH COOOIIICHUSMHU, B
COITMAJILHBIX CETSAX €CTh BOBMOXKHOCTh OJIOKMPOBKHU OTIPABKH COOOIIEHUM €
ONpeeIeHHBIX aPECOB;

8. Ecnu b1 cBUETENh KNOCPOYsIMHTa. TBOM IEHCTBUS: BHICTYIIUTh POTHB
MpecaeqoBaTeNs, IOKa3aTh EMY, YTO €T0 JAEHCTBHS OLICHUBAOTCSA HETATUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOU Hy)Ha IICUXOJOTHYECKas IOMOILb, COOOUTUTh
B3pOCJIBIM O (haKTe arpeCCUBHOTO MMOBEACHUS B CETH.

MooOuibHbIN TeaedoH



CoBpeMeHHbIe cMapT(OHBI U TUTAHIIIETHI COAEPKAT B ce0e BITOJIHE B3POCIBINA
(yHKITMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU
KoMIibloTepamu. OaHAKO, CPEACTB 3aIIUTHI JJIs TOAOOHBIX YCTPOHUCTB MOKA OYCHB
MaJio. TecTupoBaHKUE U TTOUCK YSI3BUMOCTEN B HUX IMTPOUCXOAUT HE TAK MHTEHCUBHO,
kak i [1K, To e camoe kacaeTcsi 1 MOOUITBHBIX TTPUIIOKEHUH.

CoBpeMeHHbIEe MOOUIIbHBIE Opay3€epbl YK€ MPAKTUYECKH JIOTHAJIM HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacllupeHue (pyHKIHMOHAIA BIeUeT 3a cO00M OOJIBIIYIO CIOKHOCTh
Y MEHBILYIO 3aIUILEHHOCTb.

I[aJIGKO HC BCC IIPONU3BOAUTCIIN BLIITYCKAIOT 06HOBJ'I€HI/ISI, 3aKPbIBAOIIUC
KPUTHYICCKUC YA3BUMOCTHU OJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIS 0€30I1aCHOCTH MOOMJIBHOTO TGJ'ICd)OHaI

1. Hudero He siBnsieTcst mo-HacTosALEMY OecriaTHBIM. Byib ocTOposkeH, Besib Kornia
Tebe npeaaratoT OECIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IJIaTHBIE YCIIYTH;

2. dymaii, npexzae ueM otnpaBuTh SMS, (hoTo unu Buaeo. Thl TOUHO 3HAEIIb, TAE
OHU OYJyT B KOHEUHOM UTOTEe?

3. Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETrO cMapT(hoHa;
4. Vcnionb3yi aHTUBUPYCHBIE IPOrPaMMBI JUIsl MOOMJIBHBIX TeJIe(h)OHOB;

5. He 3arpyxail mpuIoKeHUsI OT HEU3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT
COJIEpKaTh BPEAOHOCHOE MPOTPaMMHOE 00ECTICUCHHUE;

6. [Tocne Toro Kak Thl BBIMJEIIB C CANTa, T/I€ BBOJIWI JIMYHYIO HH(OPMAIUIO, 32l B
HACTPOWKHU Opay3epa u yaanu cookies;

7. llepnoauuecku MpoBEPSN KaKUE IJIATHBIE YCIIYTM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBaii cBOI1 HOMEp MOOUJILHOTO TeJiepOHA TOJIBKO JIFOASIM, KOTOPBIX ThI 3HACIIIb U
KOMY JIOBEpSCIIIb;

9. Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE ToJb3yelibesa. He 3a0biBait
WHOT/a IPOBEPATH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINAE PA3BICYEHUS,
0OBEUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccieayroT JaHHbINA
UM MUp, OOLIAIOTCS IPYT C APYTOM, BBIIOJHSIOT 3aJaHUs, CPAKAIOTCSA C MOHCTPaMHU



Y TIOJIYYAOT OIBIT. 32 yI0BOJIBCTBUE OHM IUIATAT: MOKYNAKOT JUCK, OIUIAYUBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKUe-TO OMIIHH.

Bce a1y cpencTBa uayT Ha MOJAEp)KaHUE U PA3BUTHE UTPHI, @ TAKKE HA caMy
0€301acHOCTh: COBEPIIICHCTBYIOTCS CHCTEMBI aBTOPU3AITNH, BBITYCKAIOTCS HOBBIC
naTuu (UudpoBbIe 3a1IaTKU AJIs POTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B noo0HBIX Urpax CTOUT OMAacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIUU OOJIBIIMHCTBA
Urp.

OcHOBHEBIE COBETHI 10 0€30aCHOCTH TBOET'O HUT'POBOT'O aKKAYHTA.

1. Eciu npyroit urpok BeseT cedsi mIoXo WK CO3/1aeT Te0e HEMPUITHOCTH,
3a0JIOKMPYH €ro B CIHCKE UTPOKOB;

2. Iloxamyics aAMAHUCTPATOPaM UIPhI HA TIOXO0€ TTOBEICHUE 3TOT0 UTPOKA,
YKEJIATEJIbHO IPUJIOKUTh KaKHe-TO J0KA3aTeNbCTBA B BUJE CKPUHOB;

3. He yxa3biBail TnuHy0 HHGOpMALIHIO B Tpodailie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycTanaBnuBail HeopuIaIbHbIE TATYH U MOJIBI;

6. Mcnonib3yil CIOKHBIE U Pa3HBIE ITAPOJIH;

7. 1axxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Kka ThI urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUINHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHOM Kpaskel JAeHET U TOKYMEHTOB CETrOIHS YK€ HUKOTO HE YUBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKN MEPEMECTUIINCH B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMATHCS «JTFOOUMBIM» JCIIOM.

Tak mosiBUsIaCh HOBAsl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIIH (DUIIIMHT, TJIaBHAS
11eJTb KOTOPOTO COCTOUT B TIOJTYYCHUH KOHMUICHITMATBHBIX JAaHHBIX TOJIb30BaTeNIeH
— JIOTWHOB " mapoiiei. Ha anrnuiickom si3bike phishing untaercs kak pummHr (0T
fishing — pwiOHas j10Bs1, password — MapoJib).

OCHOBHBIE COBETHI 0 00pHOE ¢ (DUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI To103peBaeiiib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOYKHO CKOpee;



2. Ucnonw3yit 6e30macHbie B€O-CaliThl, B TOM YUCJI€, NHTEPHET-Mara3nHoB 1
ITOMCKOBBIX CHCTEM;

3. Ucnonw3yil ciioxkHbIE U pa3Hble napoiau. Takum oOpa3oM, eciiu Te0s B3JI0MAaIOT, TO
3JTIOYMBITTUICHHUKY TIOJIy9aT JOCTYIT TOJIBKO K OJTHOMY TBOEMY ITPO(IITIO B CETH, a HE
KO BCEM;

4. Ecnu Te0st B3oMalid, TO HEOOXOUMO MPEayNPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI y T€OS B IPY3bAX, O TOM, UTO T€Os B3JIOMAJIK U, BO3MOYXKHO, OT
TBOETO UMEHHU OYJET pacChlUIaThCs CIlaM U CChUIKH Ha (PUITMHTOBBIE CANTHI;

5. YcranoBu HajaexHbIN napoib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKII0UM COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpbiBail ¢aiiibl U Apyrue BIOKEHUS B MUCbMAaX JaKe €CJIU OHU MPUIIUIA OT
TBOUX Jipy3ei. Jlydile yTouHu y HUX, OTIPABIISLIIN JIM OHU TeOe 3TU (haiisibl.

u¢pposas penyrauus

[Mudposas penyraius - 3T0 HETaTUBHAS WM MO3UTUBHAsI UH(QOPMALIMS B CETU O
tebe. KommpomMerupyromas nHpopMaus pa3MeleHHasi B MHTEPHETE MOXKET
Cepbe3HBIM 00pa30M OTPa3UThCS HAa TBOEH peasibHOM ku3HU. «L{udpposas
penyTanus - 3TO TBOM UMUK, KOTOPBIA (popmMupyercs u3 HHPopMaluu o Tede B
WHTEPHETE.

TBoe MecTO KUTENBCTBA, YueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapakTepa 1 paccKasbl 0 OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCSITCS K IMMyOJIMKAUU JTMYHON
uHpopmanuu B UHTEpHETE, HE MOHMMAsE BO3MOKHBIX MOCHeACcTBUM. Thl naxke He
CMOXeEITb J0TaaThCsl 0 TOM, YTO oTorpadusi, pasMelieHHas 5 JeT Ha3al, cTalia
MPUYMHON OTKa3a MPUHATH T€0s HA padoTy.

KommenTtapuu, pazmenienue TBoux pororpaduii u Ipyrue AMCTBUS MOTYT HE
HCUYE3HYTh AKE MOCIE TOTO, KaK Thl UX YJaIullb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(dOpMaIuio, Mmomaia Ju OHA B IIOMCKOBBIE CUCTEMBI M COXPAHWIIACh JIU OHA, a
TJIaBHOE: YTO MOYMAIOT O Te0e OKPYXKAIOIee JTFOH, KOTOPBIC HAWIYT U YBUIAT ITO.
Haiitu nadopmaiinio MHOTO JIET CITYCTsI CMOKET JIF000H - KaK U3 100phIX
MoOyXACHHUH, TaK M C HAMEPEHUEM MMPUIUHUTH BPEd. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aAIATE TADPOBOU PENMVTAIINH:

1. [Tonymaii, mpexe 4eM 4To-To MyOIMKOBaTh U MepeaBaTh y ce0s B Ojore wiv B
COIIMAJIBHOM CETH;



2. B HacTpoiikax npo¢uiisi yCTAHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO MPOPUIIS U
€ro COAEP>KUMOTO0, CAEIAN €ro TOJIbKO «JIsl IPY3en»;

3. He pa3memaii 1 He yka3bIiBail HHPOPMAITUIO, KOTOPasi MOXKET KOro-Tudo
OCKOPOJISITH UM OOMKATh.

ABTOpPCKOE NPABO

CoBpeMeHHbIE IKOJIbHUKU- AaKTUBHBIE TI0JIb30BaTENIN IU(PPOBOTO MPOCTPAHCTBA.
OpxHako 1aneKko He BCe 3HAIOT, YTO MOJb30BaHNE MHOTUMU BO3MOXKHOCTSIMU
1 poBOoro Mupa TpedyeT coOI0IeHUS MPaB HA UHTEUIEKTYaIbHYI0 COOCTBEHHOCTbD.

TepMuH «MHTEIIEKTyalbHasi COOCTBEHHOCThY» OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEUECKOro yMa, HauMHasi C HOBBIX M300pETEHUI U 3HaKOB, 0003HAYAIOIITIX
COOCTBEHHOCTb Ha MPOJIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMu, poTorpadusimu,
KUHO(MUIbMAMHU U MY3bIKaJIbHBIMHU TTPOU3BEICHUSIMU.

ABTOpPCKHE TpaBa - 3TO MIpaBa Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha
ITPOU3BEACHUS HAYKH, JINTEPATYPBI K HCKYCCTBA. ABTOPCKHE IPaBa BBICTYNAIOT B
KaueCcTBE rapaHTHH TOT'0, YTO MHTEJUIEKTYJIbHBII/TBOPUECKUI TPy aBTOpa HE OyAeT
HaIlpacHbIM, JJACT €MY CIIPABEJIMBbIE BO3MOXKHOCTHU 3apabdO0TaTh Ha PE3yJIbTaTax
CBOEro TPyJa, NOJYyYUTh U3BECTHOCTH U Npu3HaHue. Hukro 0e3 paspeenus apropa
HE MOXXET BOCIIPOU3BOJUTH €TI0 POU3BEAEHHUE, PACIIPOCTPAHATD, TyOJIUYHO
J€MOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATh, TyCKaTh B POKAT, MyOJIUYHO
UCIIOJIHSTh, IOKa3bIBATh/UCIIONHATE B 3dupe win pa3Mmewiats B UHTepHeTe.

Hcnonb30BaHne «IUPATCKOTO» MPOrPaMMHOI0 00ECTIC€UCHUSI MOXKET MPUBECTU K
MHOTUM PUCKaM: OT OTEPU JIAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, II€ YCTAHOBJICHHBIN HE JieTallbHas nporpamma. He crout takxke
3a0bIBaTh, YTO CYIIECTBYET JETraJIbHbIC U O€CIUIATHBIE MPOTPAMMBI, KOTOPHIE MOXKHO
HAUTHU B CETHU.

O nmoprase

CereBu40K.p¢ - TBOM IIaBHBIN COBETUYHUK B CETU. 311€Ch Thl MOXKEIIb Y3HAThH O
0€30IaCHOCTH B CETU MOHSATHBIM U JJOCTYIHBIM SI3bIKOM, a MIPU BO3HUKHOBEHUH
KPUTHUYECKON CUTYaIlUd OOPATUTHCA 3a COBETOM. A Tak)Ke MPUHSATH y4acTHE B
KOHKYpCax M CTaTh CaMbIM ITU(DPOBBIM TPaKTaHHHOM !



